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1
Decision/action requested

Approve the proposed clause to the draft CR in [1].
2
References

[1]
3GPP, S3-194467, "Living CR for URLLC"
3
Rationale

The parameter, RSN (Redundancy Sequence Number), has been agreed and specified to indicate the redundant  PDU sessions to be set up in DC fashion; e.g. RSN ==1 will be setup in MN, RSN==2 will be setup in SN.
TS 23.501 states in clause 5.33.2.1:
Support of redundant PDU Sessions include:

-
UE initiates two redundant PDU Session and provides different combination of DNN and S-NSSAI for each PDU Session.

-
The SMF determines whether the PDU Session is to be handled redundantly. The determination is based on the policies provided by PCF for the PDU Session, combination of the S-NSSAI, DNN, user subscription and local policy configuration. The SMF uses these inputs to determine the RSN which differentiates the PDU Sessions that are handled redundantly and indicates redundant user plane requirements for the PDU Sessions in NG-RAN.

…

At establishment of the PDU Sessions or at transitions to CM-CONNECTED state, the RSN parameter indicates to NG-RAN that redundant user plane resources shall be provided for the given PDU sessions by means of dual connectivity. The value of the RSN parameter indicates redundant user plane requirements for the PDU Sessions. This request for redundant handling is made by indicating the RSN to the NG-RAN node on a per PDU Session granularity. PDU Sessions associated with different RSN values shall be realized by different, redundant UP resources. Based on the RSN and RAN configuration, the NG-RAN sets up dual connectivity as defined in TS 37.340 [31] so that the sessions have end to end redundant paths. When there are multiple PDU Sessions with the RSN parameter set and with different values of RSN, this indicates to NG-RAN that CN is requesting dual connectivity to be set up and the user plane shall be handled as indicated by the RSN parameter and the associated RAN configuration. If the RSN value is provided to the NG-RAN, NG-RAN shall consider the RSN value when it associates the PDU Sessions with NG-RAN UP.
When there are several PDU sessions pairs established with the UE using Dual Connectivity, the RAN can not tell from RSN which PDU sessions are paired unless it is stated that only one pair is allowed in Rel-16. But this is not the case as several PDU session pairs are allowed in Rel-16. Some additional information is required to be signaled to the RAN in order for the RAN to do the pairing. But SA2 has not agreed to signal the PDU session pair information in Rel-16. This will be postponed to Rel-17. 

It is allowed (in case of resource congestion, e.g.) that the redundant PDU sessions are set up on the same node, or RAN simply indicate failure.

This implies that the following requirements in clause X.2.2.2 regarding "MN shall ensure that the first and the redundant PDU sessions shall have the same UP security activation status" cannot be supported by the MN when there are several PDU sessions pairs established with the UE using Dual Connectivity.
4
Detailed proposal

It is proposed to approve the pCR to the living document for 5G URLLC in S3-194467 [1].
**** START OF CHANGES ****
Annex X (normative):  Security for URLLC services 

X.1 General
This clause describes the security requirements, procedures and handling for Ultra-Reliable Low-Latency Communication (URLLC). The procedures and handling include the enforcing the security policy for data transmission. The general features for URLLC are described in 23.501 [2], 38.300 [52] and TS 23.502 [8].

X.2 Security support on redundant transmission
X.2.1   Redundant User Plane Paths based on Dual Connectivity

X.2.1.1    Introduction

In order to support URLLC services, a UE sets up two redundant PDU sessions over the 5G network, such that the 5GS sets up the user plane paths of the two redundant PDU Sessions to be disjoint as described in clause 5.33 in TS 23.501 [2]. However, NG-RAN may realize redundant user plane resources for the two PDU sessions with a  single NG-RAN node, or by Dual Connectivity with two NG-RAN nodes, i.e. one PDU session spans from the UE via the MN to a first UPF and the second PDU session spans from the same UE via the SN to a second UPF. Based on the two PDU sessions, the redundant data sent between the UE and the DN takes different paths in the 3GPP network.  

The security aspects for redundant PDU sessions transmission by Dual Connectivity are based on the security procedures and description described in clause 6.10 of the present specification. This clause only describes the additional security features. 

X.2.2.2    Security policy aspects
When Dual Connectivity is used for redundant transmission, both of the two PDU sessions are initially established via the MN. The SMF(s) shall provide a UP security policy for each of the two PDU sessions to the MN during the PDU session establishment procedure as described in clause 6.6.1. The UP security policy from the SMF(s) for the two PDU sessions used for redundant data transmission shall have the same setting for encryption and for integrity protection. The network (UDM and/or SMF) shall ensure that all the redundant PDU sessions based on the information sent by the UE as described in TS 23.501 shall have same UP security policy setting.

The MN shall be preconfigured or have access with/to information of the supported security in the available SN(s), (i.e. whether UP integrity protection is supported in the SN or not). The MN shall take the received UP security policy into account when selecting the SN. In case UP integrity protection is supported in the SN, then such configuration information is not needed.
Editor’s Note: The above issue needs to be checked with RAN.

The following applies when the MN receives the RSN parameter from the SMF and the MN identifies that this is a redundant PDU session to be set up in the SN for DC:
Editor note: This will work for the first and the second (redundant) PDU sessions in Rel-16. This needs to be revisited in Rel-17 when the core network will provide further information to the MN in order for the MN to pair the third and the fourth (redundant) PDU sessions and so on.

· MN shall ensure that the first and the second (redundant) PDU sessions shall have the same UP security activation status. If the “Preferred” option of the UP security policy is not allowed to be preconfigured for URLLC service at the SMF, which means the SMF can gurantee the UP security policy for the first and the second (redundant) PDU sessions are the same and only contains “Not needed”, or “Required”, then the MN shall forward the UP security policy to the SN as described in clause 6.10.
· If the “Preferred” option of the UP security policy is allowed to be preconfigured for URLLC services, the following enhancements for the mechanism as described in clause 6.10 for Dual Connectivity shall be applied：
· The MN shall make the decision on UP encryption protection and integrity protection according to the UP security policy for these two redundant data transmissions (i.e. for the first and the second (redundant) PDU sessions). This is to avoid that one of the nodes (MN or SN) chooses a different UP security activation status compared to the other node, for the first and the second (redundant) PDU sessions. The MN shall store the applied UP security activation status used for the DRB’s established for the first PDU session between the MN and the UE. Then, the MN shall provide the UP security activation status applied for the first PDU session to the SN, when offloading the DRB’s for the second (redundant) PDU session to the SN. 
· The SN shall use the UP security activation status received from the MN for the DRB’s established for the second (redundant) PDU session between the SN and the UE. This ensures that the same UP security activation status is applied to all the DRB’s established for the first and second PDU session.
The SN informs the MN with the UP integrity protection and encryption indications of the PDU session data transferring in the SN Addition/Modification Request Acknowledgement message. The MN node forwards the UP integrity protection and encryption indications to the UE in RRC Connection Reconfiguration message.
**** END OF CHANGES ****
